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'J How has the evolution of

= Ransomware been in 2017?
While ransomyware has long been one of the
main cyber threats to businesses, the past

ions

number of months have seen organiz
more exposed than ever. Symantecs latest

Building a multi-layered defense ensures
thatany point of failure is mitigated by other

defensive practices. This should include not

only regularly patching vulnerabilities and
ensuring critical systems are backed up, but also

employing multiple, overlapping, and mutually
ST

T has found

rch paper on
that businesses were the main victims of the
WannaCry and Petya outbreaks, with corporate
networks the ideal breeding ground for this
new generation of self-propagating threats. Our
research found that overall ransomware infec-
tion numbers have continued to trend upwards.
During the first 6 months of 2017,
blocked just over 319,000 ransomware infec-
tions. Ifthi
full year, 2017 would be a significant increase
over 2016, when a total of 470,000 infections
were blocked. Contributing to this increase was
and

‘mantec

infection rate continued for the

aspike in blocked infections during M
June 2017, the months when the WannaCry
and Petya outbreaks occurred.

“This year saw the arrival of a new gencration
ing ransomware. WannaCry,

of self-propaga
which was the firstto appear, caused global
panic due to its ability to spread itselfacross the
networks of infected organizations and then
spread to other organizatio
net. Petya mimicked some of the techniques
employed by WannaCry to spread itselfacross
netwo

icross the inter-

WannaCry and Petyas disproportionate
can be seen in

impact on organization:
infection statistics. During 2015 and 2016,
businesses accounted for between 29 and 30
percent of ransomware infections. That figure
shot up to 42 percent in the first half of 2017,
with amajor spike in business infections during
May and June, the months WannaCry and
Petya spread.

How should organizations
» safeguard themselves from
attacks like Wannacry & Petya?

supp systems to guard against
single-point failures in any specific technology
or protection method.

Tips for businesses and consumers

® Always keep your operating system &
software updated.

® Do no open unknown links/attachments

@ Do not enable macr¢

© Always backup your i

How the concept of ‘RoT’ -
» Ransomware of Things change
the course of security?
are increasingly becoming

IoT device
a lucrative source for cybercriminals,
such as smart TVs and smart

notably device
ches, which could be a profitable attack

scenario.

Ransomware is commonly used by attackers
en to clearly

on expensive devices with a sc
display the ransom message, hence we do
not expect to see ransomware on all smart

device cashiftin the

. However, we already s

security landscape when it comes to protecting
's from RoT infections and it

our smart devi

focuses on adopting a multi-layered approach.

Symantecs

comprehensive 3-step strategy
outlines how we can best prepare for the future
of RoT:

1. Prevent:

'mail security, Intrusion Preven-
tion, Download Insight, Browser Protection,
ploit Protection (PEP).

2. Contain: Advanced __antivirus engine

Proactive E:

with machine learning heuristic technologies
(SAPIEN'
3. Respond:
team to help organizations respond and recover

and behaviour based detection

Dedicated Incident Response

from a ransomware attack. &
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