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TECHNOLOGY

NOT YOUR TYPIGAL HACKATHON:
SYMANTEC'S CYBERWAR SIMULATION
TRANSFORMS EMPLOYEES INTO CRIMINALS

TOHELP THEM GET INSIDE THE MINDS OF MALEVOLENT HACKERS,
SYMANTEC EMPLOYEES GOT A TASTE OF THE DARK SIDE DURING
THE COMPANY'S THIRD ANNUAL CYBER WARGAMES.

BY ALICE TRUONG

For years, tech companies have turned to hackathons to rapidly
build new products, foster team bonding, spur innovation--and
squeeze out extra man hours from employees. But at Symantec's
Mountain View, Calif,, headquarters last week, the security
software company hosted a different kind of hackathon:
Employees were tasked with breaking into a fictitious bank.

Symantec's Cyber WarGames actually began back in January, with
1,100 employees from 33 countries. Ahead of RSA's security
conference this week, 40 finalists from nine countries descended
upon Symantec's campus for the three-day-long finals. The games
forced the employees to think like criminals to help the security
software company stay one step ahead of the bad guys.

Symantec has hosted the Cyber WarGames for three years, each
with a different theme. Given the recent spate of breaches in the
financial services industry, it's fitting this year's employees-turned-
hackers were attacking a fictitious institution named PVC Bank,
short for Public Vulneraville Charter Bank.

“In every other high-risk environment--be it race car drivers or
doctors--people have a practice space to hone in on their skills
and innovate,” Symantec vice president of product management
Samir Kapuria told Fast Company. “In our domain, where you have
active adversaries trying to steal money or intellectual property, or
hactivists, there's no place for us to learn and innovate in a safe
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environment. That was the inspiration for this.”
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Symantec's hackers manipulated interest rates at the
fictitious PVC Bank.
Image: Alice Truong/Fast Company

The bank and the town Vulneraville weren't real--"I don't name
these things," said Kapuria--but much of the simulation reflected
real-world security protocol. Actors and set equipment were
installed in the hackathon space--Symantec’'s company cafe--to
make the room feel like a real bank, including electronic bank signs
and a functioning ATM that spat out fake money that weighed, felt,
and smelled like cash (the same fake money that is used to train
patrol dogs).

The ultimate goal was to steal the most money, but there were
many ways to accomplish this. Contestants could steal user
identities, or try to steal the bank's intellectual property. Groups
also manipulated interest rates, according to the electronic bank
signs stationed in the hackathon space. Though the hackers were
encouraged to be sneaky--a little underhanded, even--targeting
the leaderboard didn't work (organizers learned that lesson last
year). The holy grail was a bank vault at the end of the room.

As with real cyber criminals, the hackers employed social
engineering techniques to manipulate others into helping them
achieve their goals. For example, an attacker pretended to be a
customer requesting a password reset. Getting into the bank vault
also required social engineering. The only way in was with an
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access card, PIN, and two keys, one of which was held by a
security guard. Coordinating all the pieces of the puzzle proved to
be difficult (so much so that no one actually achieved this). A
hacker needed to not only clone an access card, learn the PIN
number, and somehow obtain a key, but also break into the human
resource department’s system to make it appear as if he were a
bank employee--all this to enlist the security guard’s help without
raising suspicion.

Candid Wiiest, left, of team Bazinga
Image: Alice Truong/Fast Company

In their real occupations, Symantec employees are often chasing
down the bad guys. Now that they've been given a taste of the
dark side, are they tempted to cross the line from protector to
criminal?

"You could earn five times or 10 times more [as a hacker],” said
Candid Wuest, Symantec's principal threat researcher with security
response. But he can't imagine ever crossing over. “| couldn’t put
that on my conscience. In the end, it's wrong as we all know.”

That conscience stopped Wulest's team and last year's winner,
Bazinga, from emailing puzzles to distract fellow competitors after
the event ended each night. But they did try another tactic to
psyche out their rivals.

“In the last three hours, you can very easily demoralize other
teams,” explained Wuest, who traveled from Switzerland for the
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competition. "If you go there and say, 'Yes, yes!" everyone thinks
you've solved a problem and that puts them off track.”

«

Antonio Forzieri, left, of team MOnk3yI$l@nd
Image: Alice Truong/Fast Company

Kapuria said he was impressed some of the hackers spent their
nights learning new programming languages. Antonio Forzieri,
cybersecurity and information security services lead for Europe,
the Middle East, and Africa, said his team and last year's runner-up,
MOnk3ylSl@nd, brushed up on languages and frameworks not
used in their day-to-day work to stay on top of the competition.
"When the jet lag kicks in at 5 a.m., you wake up your laptop and
study for three hours,” said Forzieri, who is from lItaly.

Though the games are over, the hope is that it helped build a
better Symantec. Many of the participants were visibly exhausted
immediately afterward, but some couldn't help exchanging notes
with colleagues on problems that stumped them.

It wasn't until the awards dinner held on campus that evening that
they find out who won. For MOnk3ylISl@nd, the prize wasn't
particularly flashy: their names were engraved on a plague that will
sit in a conference room in Mountain View. That and pride, said
Kapuria.

[Photos by Alice Truong]
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she wrote a tech column and hosted an online gadgets show.
She previously reported in Chicago, Washington D.C., New York,
and most recently Hong Kong, where she (left her heart and)
worked as a staff reporter for the Wall Street Journal.

= _' Based in San Francisco, Alice Truong is Fast Company's West
Coast correspondent. As a special contributor for USA TODAY,
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No comments yet. Be the first!

FEELING BURNED OUT? THE ONE CHANGE
THAT COULD FIX EVERYTHING

WHAT DO STEVE JOBS, BOB DYLAN, AND PLATO
ALL HAVE IN COMMON? APART FROM BEING
SOME OF THE MOST INFLUENTIAL PEOPLE IN
HISTORY, ALL OF THEM THOUGHT OF WORK AS A
GAME.

o FREE APPS TO CROWDSOURCE YOUR
COMMUTE

KNOW IT'S GOING TO RAIN BEFORE THE
WEATHERMAN, FIND OUT IF YOUR CREW REALLY
IS "ON THEIR WAY,” OR WARN YOUR NEIGHBORS
ABOUT THAT CAVERNOUS POTHOLE ON THE
WAY TO WORK WITH THESE FREE APPS.
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THE TOP © LEADERSHIP STORIES, FEB.
24-28

USING LINKEDIN TO YOUR ADVANTAGE AND
FLEXING YOUR CREATIVITY MUSCLE: A RECAP OF
THE TOP 5 LEADERSHIP STORIES THIS WEEK.

WHY YOU SHOULD PUT YOURSELF QUT OF
BUSINESS IF YOU WANT T0 SAVE YOUR
COMPANY

SUCCESSFUL BUSINESSES CONSTANTLY
REINVENT THEMSELVES. THE CEO OF
HELLOWORLD EXPLAINS HOW THIS MAY BE
YOUR BEST HOPE TO SURVIVE A PERPETUALLY
EVOLVING MARKET.

WHAT MAPS CAN TEACH YOU ABOUT HOW
YOUR MIND WORKS

OUR MINDS, LIKE MAPS, ARE AN INTRICATE
COMBINATION OF DETAILS AND BIG-PICTURE
THINKING.

REPUTATION MATTERS: THE TOP 10 BEST
AND WORST CEQS

THESE 20 CEOS HAVE MADE NAMES FOR
THEMSELVES--FOR BETTER OR WORSE. HERE ARE
THEIR REPUTATION RANKINGS, ACCORDING TO A
RECENT SURVEY.

WHY APP CREATORS NEED T0 RETHINK
WI]EII\?E%\\IEPHBABH T0 DESIGNING “FOR
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THERE ARE TONS OF APPS OUT THERE THAT

FALL SHORT WHEN IT COMES TO DESIGN. MIKE

LAVIGNE, THE CREATIVE FORCE BEHIND THE

HIGHLY RATED APP CLUE, SUGGESTS MOVING
BEYOND THE STEREOTYPES.

HOW PATAGONIA'S NEW CEO IS INCREASING

PROFITS WHILE TRYING TO SAVE THE
WORLD

SINCE ROSE MARCARIO JOINED PATAGONIA SIX
YEARS AGO, THE BADASS-BY-NATURE COMPANY
HAS TRIPLED ITS PROFITS. AND NO, IT HASN'T
SOLDITS SOUL.

THE SURPRISING PRODUCTIVITY SECRETS
HIDDEN IN YOUR CLOTHES

TURNS OUT YOU REALLY CAN DRESS FOR
SUCCESS, RECENT RESEARCH SHOWS THAT
WHAT YOU WEAR HAS JUST AS MUCH TO DO
WITH HOW YOU'RE PERCEIVED BY OTHERS ASIT
DOES ON YOUR FOCUS AND PRODUCTIVITY.

HOW TO STAND IN FRONT OF A ROOM FULL
OF PEOPLE AND TELL A STELLAR STORY

WHETHERIT'S A BOARD ROOM OR A BANQUET
HALL, SPEAKING TO AN AUDIENCE CAN BE
INTIMIDATING. BEYOND IMAGINING EVERYONE IN
THEIR UNDERWEAR, HOW CAN YOU GET PAST
THE STAGE FRIGHT TO TELL A RIVETING STORY?
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